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SUBJECT: SECURITY PROTECTION AFFORDED PUBLIC ACCESS AREAS AT 
OVERSEAS POSTS 

REF: STATE 271528 

1. ALTHOUGH OWNERSHIP OF PROPERTIES MENTIONED IN VIENNA 
A-393 OF OCTOBER 28, 1975 IS GIVEN IN SECURITY SURVEYS ON 
FILE IN A/SY, THE FOLLOWING IS GIVEN TO ANSWER REQUEST OF 
REFTEL: 

A. IN VIENNA, THE CHANCERY AND AMERIKA HAUS BUILDINGS 
ARE U.S.G. OWNED. THE MBFR, AND USIS BUILDINGS AS WELL AS 
THE CONSULAR OFFICES IN VIENNA AND SALZBURG ARE ALL SHORT- 
TERM LEASED SPACES. 

B. COMMUNICATIONS IS ANOTHER AREA THAT NEEDS 
FURTHER CLARIFICATION. IN ORDER TO PROPERLY SUPPORT THE 
IMPROVED SECURITY POSTURE SOUGHT FOR PUBLIC ACCESS AREAS, 
WE MUST PROVIDE RADIO COMMUNICATIONS FOR OUR ADDITIONAL 
MSG POSTS TO BE ESTABLISHED AT USIS AND THE CONSULATE. 

WE ALSO MUST PROVIDE FOR ALERT COMMUNICATION WITH THE 
TWO MSG HOUSES, THEREFORE, A TOTAL OF SIX (6) ADDITIONAL 
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PLAN WOULD BE TO LEASE TWO CONSOLETTE BASE STATIONS 
AND ONE REMOTE CONTROL DESK SET FOR THE TWO NEW MSG 
POSTS (COST APPROXIMATELY THIRTY-FIVE DOLLARS PER MONTH) 

AND BUY FOUR PT 10 WATT PORTABLE RADIOS FOR THE MSG ALERT 
NET. IF WE PURCHASE THE RADIO EQUIPMENT, 

WHICH WOULD COST APPROXIMATELY $1,000 EACH, A SEPARATE 
MAINTENANCE CONTRACT COULD BE ENTERED INTO WITH MOTOROLA 
FOR MAINTENANCE COST WHICH SHOULD NOT EXCEED TWO TO THREE 
HUNDRED DOLLARS PER YEAR. MAINTENANCE WOULD BE INCLUDED 
IN CONTRACT FOR ALL LEASED MATERIAL. 

2. THE ORDER OF PRIORITY FOR THE REQUIREMENTS ALREADY 
SUBMITTED SHOULD BE (1) THE INCREASE FOR THE MSGS BY 
THREE WATCHSTANDERS AND THE LOGISTICAL SUPPORT FUNDS FOR 
THESE NEW WATCHSTANDERS. THIS SHOULD BE ACCOMPANIED BY 
THE INSTALLATION OF REQUESTED CCTV AND RADIO COMMUNICATIONS 
FOR THE MSG'S EFFECTIVENESS. INSTALLING ALARM SYSTEMS 
IN THE EMBASSY AND REMODELING OF PUBLIC AREAS OF 
THE CONSULATE RECEPTION AREAS SHOULD ALSO BE FIRST 
PRIORITY PROJECTS. THE GRILL WORK FOR THE FRONT 
ENTRACE OF THE EMBASSY AND THE USIS BUILDING SHOULD 
FOLLOW AS LOWER FIRST PRIORITY. (2) INSTALLATION OF 
GRILLS ON WINDOWS IN THE BACK OF THE EMBASSY AND INSTAL- 
LATION OF GRIL WORK AT THE TOP OF THE EMBASSY STAIRWELL 
AS WELL AS PROVIDING A GRILL GATE AT THE FOOT OF THE STEPS 
AT MBFR SHOULD FOLLOW. ALL OTHER RECOMMENDED SECURITY 
MEASURES ARE STILL CONSIDERED PART OF THE WHOLE AND SHOULD 
BE CONSIDERED FOR IMPLEMENTATION IN THAT CONTEXT.BUCHANAN 
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